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Abstract  
This paper proposes a classification algorithm based 
on immune network theory, named after GCA-IN. 
Based on immune network, the algorithm also 
employs clone, mutation and bacterin inoculation 
operators to extract the characteristics of training data. 
All extracted characteristics are kept in immune 
network after training. Then the class of testing data is 
decided by the affinity between itself and all 
antibodies in immune network after training. In this 
paper, the principle and steps of the algorithm are 
given in detail. The experiments using standard test 
data show that the algorithm has a good ability for 
classification. To verify the fault tolerance 
performance of this algorithm, some experiments are 
done and the experimental results are also given when 
some antibodies in immune network fail. The 
experimental results prove that GCA-IN has a good 
fault tolerant performance. 
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1. Introduction 
The immune network theory firstly proposed by N. K. 
Jerne is an important theory in natural immunology [1]. 
So far, many researchers have successfully applied the 
immune network theory to design or improve 
clustering algorithms [2-4]. As for research on 
classification algorithm based on immune network 
theory, Farmer firstly pointed out the similarity 
between natural immune network and Holland’s 
classification system [5], which proved in some sense 
that it was possible to design classifier based on 
Jerne’s immune network theory. Jerome Carter 
designed a classification system based on B-cell, T-
cell and their mutual feedback [6]; Andrew Watkins 
developed a classification algorithm based on 
Timmis’s RLAIS model [7]. So far, their three papers 

are the only works about classification algorithms 
based on natural immune system. 

Based on both AIS network model and the fraud 
detection algorithm of Jisys [3, 8], a novel 
classification algorithm is proposed in this paper by 
combining immune network theory with immune 
clone, immune mutation and bacterin inoculation 
mechanism, named after GCA-IN (a General 
Classification Algorithm Based on Immune Network). 
GCA-IN is different from previous works in some 
aspects. Firstly, every node of immune network in 
GCA-IN has a class field. Therefore, the nodes of the 
network can be regarded as some rules and thus the 
immune network is more comprehensible. Secondly, 
the computation method of affinity is also different 
from previous works. Each attribute is assigned a 
weight based on its information gain. And the 
weighted sum of match degrees of all attributes is 
regarded as the affinity. This method took the different 
importance of each attribute into account. Finally, in 
order to improve the training speed and classification 
accuracy of immune network, the algorithm introduces 
bacterin inoculation operator. The bacterin inoculation 
operator is designed in some way that an antigen is 
added into immune network as an inoculation when 
the antigen has a low affinity with all nodes in 
immune network.  

2. GCA-IN 

2.1.  Immune network structure 
Based on immune network theory [9], an abstract and 
simplified immune network structure for GCA-IN is 
given in fig. 1. This simplified immune network is 
composed of the antibodies (nodes) and their 
connections (edges). The affinity between two 
antibodies decides whether they have an edge or not. 
Only those two antibodies with high affinity between 
them have an edge. Obviously, the antigens stimulate 
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the antibodies in immune network to clone and mutate 
constantly. 
 

 
Fig.1 The structure of immune network 

2.2. Steps of GCA-IN 
Firstly, the structures of the antibody and antigen used 
in GCA-IN are given in figure 2. The i-th antibody can 
 

 
Fig.2 The structure of antibody and antigen 

 
be denoted as ),,,...,,,( 21 iiiniii LevelClassAAAiN = , 
where i is the index of antibody, inii AAA ,...,, 21  are 
the attributes (data) field, iClass  is class field, iLevel  
is the stimulation level of this antibody. The i-th 
antigen can be denoted as ),,...,,,( 21 iiniii ClassAAAiT = , 

inii AAA ,...,, 21  is the attributes (data) field and 
iClass  is class field. 

GCA-IN consists of two phases. One is immune 
network training phase, and the other is classification 
phase. The immune network training phase is the core 
of this algorithm. 
(a) Phase I: Training the immune network  
The detailed steps of the immune network training are 
given as follows. 

The input of Phase I (Training the immune 
network) of GCA-IN is the training data set 

)1)}(,,...,,,(|{ 21 XiClassAAAiTTT iiniiii ≤≤== , in 
which X  is the number of records in training data set. 

The output of Phase I (Training the immune 
network) of GCA-IN is an immune network which 
consists of a set of nodes (antibodies) and a set of 
edges (connections). Therefore, the immune network 

can be denoted as an antibody set N  and a connection 
set C . The i-th antibody iN  in N can be expressed 
as ),,,...,,,( 21 iiiniii LevelClassAAAiN = . The 
connection set C  is composed of several edges which 
connect the antibodies in immune network. Whether 
two antibodies have connection or not depends on 
their affinity. Supposing there exists an edge 

ijC between antibody i and antibody j , ijC can be 
recorded as ),,( ijij affinityjiC =  where ijaffinity  
denotes the affinity of antibody i and antibody j , the 
computation method of ijaffinity  will be introduced in 
section 2.3. 

The steps of the immune network training are 
given as follows. 

(1) An initial network constructing set 'T  
consisted of a selective part of the train data set, which 
are proportionately selected according to the class of 
train data set T . 

Here the method in reference [8] is used to create 
an initial immune network. The antibody set N and the 
connection set C are initialized to be empty. For each 
data record 'TTi ∈ , iT is added into the network in the 
following way. Firstly, the n  nodes which have the 
highest affinity with iT  are selected from antibody 
set N . These n  nodes build up a set of 'N . Secondly, 
for each 'NN j ∈ , if the number of edges of jN  is 
smaller than m , an edge ijC between iT  and jN  is 
added into the connection set C . And the weight of the 
edge ijC  is the affinity between iT  and jN , 
namely ),( ji NTaffinity . Otherwise, if the number of 
edges of jN  is larger than m , the edge with the 
lowest affinity is selected among all edges which are 
connected with jN . If the affinity of this selected edge 
is lower than ),( ji NTaffinity , delete this edge from C  
and add edge ijC  into C . Finally, add iT  into antibody 
set N . The purpose of this method is to guarantee that 
only the most similar nodes are connected as well as 
the number of each node’s edges is not greater than 
m . 

(2) For each TTi ∈ , do: 
(2.1)Find n  nodes with the highest affinity 

between iT  and all antibodies in antibody set N . Then 
n  nodes build up a set of 'N . 

(2.2) For each 'NN j ∈ , if ClassTClassN ij .. = ，
),(.. jijj NTaffinitylevelNlevelN += .Otherwise, 
),(.. jijj NTaffinitylevelNlevelN −= . The computation 

method of ),( ji NTaffinity  will be introduced in section 
2.3. 

(2.3) For each 'NN j ∈ , if ),( ji NTaffinity >α  
(clone threshold)，clone jN . The clone number is 
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rate which is a constant greater than 0. The clones are 
mutated with a mutation probability of β . The new 
antibodies after mutation are stored in a temporary 
antibody set K  ( β  is a user-defined constant between 
0 and 1). 

(2.4)If the highest affinity between antigen iT  
and all network nodes is lower than α  (clone 
threshold), immune inoculation operator is executed. 
Therefore, the antigen iT  is added to the temporary 
antibody set K . 

(3) Delete the nodes whose stimulation level are 
lower than the average stimulation level of all nodes in 
the antibody set N , and the correlative edges are 
synchronously deleted from the connection set C  as 
well. 

(4) If the classification accuracy trends to be 
stable or the maximal number of iterative steps is 
reached, the algorithm ends and outputs current 
immune network, or continues. 

(5) Every antibody in temporary antibody set 
K is added into immune network in the same way as 
constructing initial network (see step 1). 

(6) Renew the stimulation level of every node in 
antibody set N  based on its correlative edges in 
connection set C . And assign every node’s stimulation 
level to be the sum of stimulation degrees of all the 
nodes connected to it minus the sum of suppression 
degrees of all the nodes connected to it. The detailed 
computation formula is given in section 2.4. 

(7) Go to step (2). 
So far, the detailed process of immune network 

training is given. About this training process, it is 
necessary to note that new antibodies are generated by 
three ways: immune clone, mutation and inoculation. 
In particular, immune clone is to exactly copy the 
original good antibody, and to make the good antibody 
that matches well with the antigens proliferates. 
Immune mutation is to randomly change the attribute 
value of the original antibody to another value or to 
generalize the attribute value to “all”. The match 
degree of “all” and every attribute value is equal to 1. 
That is, they completely match. This kind of mutation 
makes the antibody match a slightly different new 
antigen. Immune inoculation is to add the antigen 
whose highest affinity with all nodes in the network is 
lower than α  (clone threshold) into the immune 
network as bacterin. 
(b) Phase II: Classification  
After training, the class of every node in immune 
network is known. So the classification process is 
much simpler than immune network train process.  

In particular, for every record t  in testing data set: 
(1) Calculate the affinity between t  and all nodes 

in antibody set N . Select n  nodes with the highest 
affinity with t . 

(2) Divide these n  nodes into different subset 
based on their affinity with t . The nodes with the same 
or approximate affinity are in the same subset.  

(3) Every subset is given a weight. Higher the 
affinity is, larger the weight is.  

(4) For each class, sum the weight of all n nodes 
in that class. Thus, the final classification of t  is the 
class with the maximal weight sum. 

As shown above, GCA-IN is a supervised 
learning algorithm. The antigen and antibody both 
have class field. If the antibody wrongly recognizes 
the antigen (class value is different), we punish the 
antibody by reducing its stimulation level (see step 
2.2). 

2.3 Computing affinity 
The affinity denotes the similarity degree of antibody 
and antibody or antibody and antigen. In GCA-IN, the 
basic computation method of affinity is to sum the 
weighted match degree of every attribute of the data 
record. The weight of attribute iA  is set as )(2

iAgain , 
where )( iAgain  denotes the information gain of 
attribute i . Information gain is a concept of ID3 [10]. 
Larger the information gain, more correlative the 
attribute with the class. Given two antibodies (or an 
antibody and an antigen) kT and jT  whose attribute 
field are ),,...,,,( 321 knkikkk AAAAA  and 

),,...,,,( 321 jnjijjj AAAAA , their affinity can be 
calculated as: 

∑ ∗= ),()(),( 2
jikiijk AAmatchAgainTTaffinity  

Where ),( jiki AAmatch  denotes the match degree 
between the attribute values kiA and jiA of attribute i . 

If attribute i  is a category attribute: 
1 if 

( , )
0 if 

ki ji
ki ji

ki ji

A A
match A A

A A

=⎧⎪= ⎨ ≠⎪⎩
 

Else 
2 2

| |
( , ) 1 ki ji

ki ji

ki ji

A A
match A A

A A

−
= −

+
 

Different from the Euclidean distance method in 
other related works, the method above takes the 
different importance of every attribute into account. 
Especially, the problem of normalization of attribute 
value can be avoided by using this method when the 
attribute is a category attribute. 

2.4 Computing the stimulation level 
The stimulation level denotes the degree of the 
stimulation of the antibody by antigens and other 
antibodies. According to immune network theory, the 
antibody’s stimulation level is calculated by 
integrating the following three factors [3]: 
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(i) The affinity between a given antibody and all the 
antigens. 

(ii) All bordering antibodies’ stimulation degree 
(equal affinity between the two antibodies) in immune 
network. 

(iii) All bordering antibodies’ suppression degree 
which are equal to (∑ )(2

iAgain -affinity. between 
the two antibodies). Here, ∑ )(2

iAgain  is the affinity 
of the antibodies whose attribute filed is absolutely the 
same. 

3. Experiments 
In this section, the standard data sets downloaded from 
the machine learning standard database 
(http://www.ics.uci.edu/~mlearn/MLRepository.html) 
are used as the experiment data sets. Based on training 
data set, an immune network is created using GCA-IN 
(phase I). Then the immune network after training is 
used to classify the test data. 

3.1 Compared with C4.5 in 
classification accuracy 
In this experiment, the mutation rate β  is commonly 
30%. The other parameter for every data set is shown 
in table 1, where clone threshold α  is equal to the 
numeral in the table multiplying∑ )(2

iAgain , clone 
rate η  is equal to the numeral in the table 
multiplying ∑ )(/1 2

iAgain . ∑ )(2
iAgain   is the 

affinity of the antibodies whose attribute filed is 
absolutely the same. 
 
Table 1. The experiment parameters for every data set 

data set 
parameter 

house-
voting monks-2 monks-3 iris 

α  0.85 0.88 0.92 0.90 
η  0.10 0.08 0.15 0.12 
N 8 7 6 5 
M 5 3 3 3 

 
Table 2. Comparison of GCA-IN and C4.5 in 

classification accuracy 
data set 

algorithm 
house-
voting monks-2 monks-3 iris 

C4.5 0.961 0.635 0.963 0.953

GCA-IN 0.998 0.683 0.975 0.967

 
The classification accuracy of GCA-IN is shown in 

table 2 based on the parameters above. The accuracy 
of GCA-IN is the average result of 10 independent 
runs. 

According to the experimental results of table 2, 
GCA-IN has better classification accuracy than C4.5. 
Compared with C4.5, the immune network structure of 
GCA-IN is easier to achieve the global optimization. 
And the immune clone, mutation, bacterin inoculation 
operators of GCA-IN improves the recognition ability 
for new pattern which leads to better classification 
capability. 

3.2 The immune network size  
In this experiment, some parameters are varied in a 
certain range to investigate their influence on the 
immune network size of GCA-IN. And most 
parameters have little influence on the immune 
network size except η . Table 3 and table 4 show the 
numbers of network nodes when the different η  is 
used in monks-2 and monks-3 experiments. 
 

Table 3. The size of immune network (monks-2) 
η  0.06 0.07 0.08 0.09 0.l0

the network Size 215 244 283 295 317

 
Table 4. The size of immune network (monks-3) 

η  0.12 0.13 0.14 0.15 0.16

the network Size 182 205 243 251 279

 
According to table 3 and table 4, the clone rate η  

has great influence to network size. With the 
increasing of η , the number of network nodes after 
training will increase rapidly.  

3.3 Fault tolerance analyses 
 

Table 5. Fault-tolerance capability of immune network  
(monks-2) 

η  0.06 0.07 0.08 0.09 0.l0 

0% 0.6806 0.6806 0.6991 0.6921 0.6898

1% 0.6806 0.6806 0.6991 0.6921 0.6898

2% 0.6806 0.6806 0.6991 0.6921 0.6898

5% 0.6806 0.6806 0.6991 0.6921 0.6898

10% 0.6782 0.6782 0.6944 0.6875 0.6898

15% 0.6759 0.6736 0.6944 0.6875 0.6852
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Table 6. Fault-tolerance capability of immune network 
(monks-3) 

η  0.12 0.13 0.14 0.15 0.16 

0% 0.9676 0.9769 0.9769 0.9722 0.9792

1% 0.9676 0.9769 0.9769 0.9722 0.9792

2% 0.9676 0.9769 0.9769 0.9722 0.9792

5% 0.9653 0.9769 0.9745 0.9722 0.9769

10% 0.9607 0.9722 0.9745 0.9699 0.9769

15% 0.9584 0.9722 0.9745 0.9722 0.9792

 
The Fault tolerance characteristic of immune network 
is mainly dependent on the redundancy degree of the 
network, namely the number of immune network 
nodes. Because Parameter η  has great influence to the 
size of immune network, the fault tolerance of the 
network has something to do with the parameterη . 

Table 5 and table 6 show the fault-tolerant 
capability of the network nodes when the different η  
is used in monks-2 and monks-3 experiments. The line 
corresponding to (x%) denotes the classification 
accuracy of immune network after x% node of the 
network failed. And the corresponding size of immune 
network can be respectively found in table 3 and table 
4. 

As above， the immune network have a good 
fault-tolerant capability. Generally，more nodes the 
immune network has, greater the network’s fault-
tolerance capability is. How to handle the tradeoff 
between the network size and fault-tolerant capability 
is our future work. 

4. Conclusions 
This paper proposes a classification algorithm based 
on immune network theory, i.e. GCA-IN. To 
effectively construct the immune network, GCA-IN 
introduces immune clone, immune mutation and 
bacterin inoculation operators to extract the 
characteristic of training data. In this paper, GCA-IN 
also adopts a novel computation method of affinity. 
That is to say, each attribute is assigned a weight 
based on its information gain according to the 
different importance of each attribute. After immune 
network training phase, a simple and effective 
classification phase is given in this paper. The 
experiment results show that GCA-IN has a good 
ability for classification. Also, the fault-tolerant 
performance of GCA-IN is analyzed by experiments 
when some nodes which are randomly selected in 
immune network fail. The experimental results prove 

that GCA-IN can generate an immune network with 
good fault-tolerant performance. 
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