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Abstract  
Intrusion detection has emerged as an important 
approach to network security. A new method for 
anomaly intrusion detection is proposed based on the 
Splitting vector quantization. The splitting vector 
quantization is employed to map short sequences of 
system calls of the privileged processes to the disjoint 
feature subspaces. The relationship among these 
vector subspaces is used to classify the normal or 
abnormal. The observed behavior of the system is 
analyzed to infer the probability. The experiments 
have showed that the method is effective to detect 
anomalistic behaviors, and enjoys better 
generalization ability. 
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1. Introduction 
As the increase of the significance of computer 
network in modern society, its security becomes one 
of the hottest issues to be solved. Therefore, it is 
extremely imperative to find an effective way to 
protect this valuable network infrastructure. In 
general, intrusion detection may be defined as “the 
problem of identifying individuals who are using a 
computer system without authorization (i.e., 
‘crackers’) and those who have legitimate access to 
the system but are abusing their privileges (i.e., the 
‘insider threat’)” [1]. An ideal intrusion detection 
system is the one that has 100% attack detection rate 
along with 0% false positive rate (the rate of 
mis-classified normal behavior), requires light load of 
monitoring, and involves minor calculation or 
overhead. Current intrusion detection systems, 
however, are plagued by either high false alarm 
probability or low attack detection accuracy. 

Intrusion detection systems (IDS) are generally 
categorized as misuse detection and anomaly 

detection. Misuse detection via signature verification 
compares a user’s activities with the known 
signatures of attackers attempting to penetrate a 
system. While misuse detection is useful for finding 
known intrusion types, it cannot detect novel attacks. 
Unlike misuse detection, anomaly detection identifies 
activities that deviate from established statistical 
patterns for users, systems or networks. In spite of 
their capability of detecting unknown attacks, 
anomaly detection systems suffer from high false 
alarm rate when normal user profiles and system or 
network behavior vary widely. 

In this paper, a new method is proposed to learn 
program behavior in intrusion detection. The 
Splitting Vector Quantization (SVQ) is used to map 
the short system calls sequences to the disjoint action 
subspaces. Afterward, The relationship among these 
vector subspaces is used to classify the normal or 
abnormal. The observed behavior of the system is 
analyzed to infer the probability.  

2. Principles and Method 

2.1 Principles 
A large number of anomaly detection methods have 
been used to identify anomalous activities, such as 
neural network, artificial immune systems, machine 
learning and others [2-17].  

Anomaly detection can be combined with 
signature verification to detect attacks more 
efficiently. The biggest challenge is to choose 
features that best characterize the user or system 
usage patterns so that non-intrusive activities would 
not be classified as anomalous. Clearly, the inclusion 
of too much data will adversely impact the 
performance of the system, while the inclusion of too 
little data will reduce the overall effectiveness of the 
system.  
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Most of anomaly detection approaches build 
models of normal data, and then detect deviation 
from the normal model in observed data. These 
methods need large numbers of purely normal data 
from which they train their model. In practice, it is 
impossible that large number of purely normal data 
readily available were achieved. But, it is sure that a 
small number of purely train dataset can be obtained. 
To solve this difficulty, we need a technique that 
enjoys the better generalization ability when a small 
number of train dataset are used only. 

Since many intrusions are composed of a series 
of related computer actions, the temporal profile of 
action sequence is important to detect intrusions. The 
norm profile of temporal behavior should capture the 
temporal dependency among computer actions during 
the normal usage of a computer and network system 
[4]. In the past, we dealt with short system call 
sequences as features. But the relationship between 
the features wasn’t used. So the capability of the past 
methods is limited when we only use the limited data 
to train. Now, we can look upon the traces of system 
call as consecutive logic actions. If we consider the 
short system call sequence is a computer action, an 
action space (or feature space) is made up of the 
actions. When the action space is partitioned into 
subspaces, the relationship of subspaces from the 
transition of short system calls sequences will be 
found. So we can use a little training data to achieve a 
concise model. 

2.2 VQ 
VQ has been used successfully in speech signal 
process and communication to compress information. 
Let T be the set of all possible vectors for the 
problem at hand. The task of VQ may be stated in the 
general case in which T is a continuous subset of 

kR . T is separated into n  distinct regions jR  that 

exhaust T, and each of them is represented with a 
−k dimensional vector, the so-call code vector or 

code word jy , nj ,,1 L= . },,1,{ niyY i L==  is 

defined as the codebook. In the sequel, given a 
Tx ∈ , we determine the region where it belongs, say 

jR , and we adopt the corresponding representative 

jy , instead of x . This is obviously associated with 

some information loss, which is known as distortion, 

),( jyxd . More details about VQ can refer to the 

literatures [18]. 

3. Anomaly detection method 

3.1 notations 

Let ∑  denote the set of system calls. A trace is 

simply a sequence of system calls generated by a 

process. A trace over ∑  is a finite sequence of 

system calls. The set of finite traces over ∑  is 

denoted by *∑ , and the set of traces of length n is 

denoted by n∑ . Let trO  denote the set of the 

training traces, *∑⊆trO ; teO  denote the set of the 

testing traces. Given a trace *∑∈α , α denotes 

the length of the trace; iα and [ ]iα denote the 

prefix consisting of the first i  system calls and the 

i th system calls respectively. 

3.2 Feature Extraction 

A sliding window )(kw of size k  is used to run 

across the sample trOα∈ , and move one symbol at 

one time: 

     )()( kwikαxi ⋅+=                 (1) 

We use SVQ algorithm to obtain a set of code 

word iy , ni ,,1 L=  as following: 

Step 1. Initialization: cluster the entire training vector 

},2,1,{ L== ixX i  into one vector codebook 

}1,{ == iyY i . The only code word is the centroid of 

the entire set of training vectors. 

Step 2. Double the size of the codebook Y  by 
splitting each code word in current Y  according to 
the rule: 
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)1( ε+=+
ii yy  

)1( ε−=−
ii yy , Yi ,,2,1 L=         (2) 

Where ε  is the splitting parameter. 

Step 3. Use the K-means iterative algorithm to get 
the best set of code words (centroids) for the splitted 
codebook. 

Step 4. Iterate step 2 and 3 until the size of the 
codebook Y  is equal to n which is a preestablished 
parameter.  

Step 5. Use iA  to denote iy , Yyi ∈ . 

Let iA  as the feature vector and construct a 

dictionary (or database) },,{ 1 nA AAN L=  of the 

unique feature vector of short sequences encountered 
in the normal sample α . 

3.3 Constructing Markov Chains 
model of the feature vectors 

Define iA  as the state of MC. Then the state space 

MCS  of MC is k
MC RS ⊆ . The transition 

probability matrix P and the initial probability 
distribution π  of a stationary MC can be learned 
from the observations of the system state in the past. 
In the paper, the frequencies of the states transition 
are used to approximate the transition probabilities. 
Provided with the observations of the system state 

0X , 1X , 2X ,K , 1−nX  at time 1,,0 −= nt L , 

the transition probability matrix can be calculated by 
the following procedure. 

⋅
=

i

ij
ij N

N
p ， 0,0 ≠≠ ji and 1

0
=∑

≠j
ijp      (3) 

Where ijN  is the number of observation pairs tX  

and 1+tX  with tX  in state i and 1+tX  in state j; 

iN  is the number of observation pairs tX  and 

1+tX  with tX  in state i and 1+tX  in any one of 

the states. 
By observation, it can be found out that the initial 

state is fixed if only the size k  is selected correctly. 
Then the initial probability distribution is defined as 

]0,,0,1[ L=π . 

3.4 Anomaly Detection 
Anomaly detection matches current behavior against 
the normal behavior models and calculates the 
probability, which it is generated out of each model. 
The probability that the l  consecutive states before 
time t occurs in the context of the stationary MC is 
computed as follows: 

∏
+−=

+− −+−
=

l

lti
SSStltt iilt

pπSSP
1

1 11
),,( L   (4) 

The higher probability can be got, the more 
likely the sequence of states results from normal 
activities. A sequence of states from intrusive 
activities is expected to receive a low probability of 
support from the Markov model of the norm profile. 

4. Experiments 
The system call dataset used in experiments have 
been obtained from the University of New Mexico. 
All of these data sets are publicly available and 
carefully described at http://www.cs.unm.edu/immsec. 
The 10% of normal data was used for training, and 
the remaining 90% of normal data as well as the 
intrusion data for testing. 

For performance evaluation, two measures were 
defined, namely, true positive rate (TPR), false 
positive rate (FPR): 

set in testing  tracesintrusive ofnumber 
intrusive as detected  traces testingintrusive ofnumber TPR =

set in testing  trascesnormal ofnumber 
intrusive as  traces testingnormal ofnumber FPR =  

These are good indicators of performance, since 
they measure what percentage of intrusions the 
system is able to detect and how many incorrect 
classifications it makes in the process.  

Table 1. The results when n  vary 

 n =64 n =128 n =256 
TPR 100% 100% 100% 
FPR 171/3000 21/3000 93/3000 
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From Table 1, it is found out that when 128=n , 
the best performance can be obtained. 

The comparison between the probabilities of the 
normal processes and those of the abnormal is shown 
in Table 2. There existed a clear gap between the 
minimum probability of the l  consecutive states 
from the normal activities and the maximum 
probability of the l  consecutive states from the 
intrusive activities. By using the middle probability 
value in the gap as the decision threshold to signal 
intrusions, the normal activities could be clearly 
distinguished from the intrusive activities. About 
parameter l , 6 is better than others. 

Table 2. The result for testing when 128=n  

k  l  

The 
)min( lP of 

normal data 

The 
)max( lP of 

abnormal data 
TPR FPR 

5 2 6.2981e-006 3.9943e-013 100% 37/3000 

5 4 3.3392e-006 1.5954e-025 100% 33/3000 
5 6 8.1144e-009 6.6476e-026 100% 21/3000 
5 8 1.9719e-011 6.1612e-026 100% 207/3000 
5 10 2.1199e-013 6.1612e-026 100% 151/3000 
5 11 5.1704e-015 3.355e-026 100% 59/3000 
5 12 5.1704e-015 3.1095e-026 100% 72/3000 

5. Conclusion 
A novel method for anomaly intrusion detection is 
proposed based on splitting vector quantization. The 
splitting vector quantization is employed to map short 
system calls sequences of the privileged processes to 
n  disjoint feature subspaces. Markov chain is used 
to learn the relationship among these vector 
subspaces and classify the normal or abnormal. The 
observed behavior of the system is analyzed to infer 
the probability that the Markov chain of the norm 
profile supports the observed behavior. A low 
probability of support indicates an anomalous 
behavior that may result from intrusive activities.  

For the intrusion detection involving system call 
sequences, the temporal dependencies are salient 
features. In this paper, the splitting vector 
quantization is used to extract and compress features. 
The primary experiments show that this method 
enjoys better generalization ability. 
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