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Abstract

Cryptography is one of the most important
security mechanisms for information security
and control. Public key cipher system provides
more security then any other cipher system. In
this paper we have proposed a new technique of
cryptosystem, which treat the information as an
image then compress the image by compression
algorithm after that we encrypt every pixel of the
image using LCL [I] method of message
encryption. Our proposed algorithm is more
secured then conventional LCL method of data
encryption.
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1. Introduction

Cryptosystem is the system where encryption
and decryption techniques are used to the
network and computer for the security of the
data. Encryption means the change of original
information (text) into another form by some
operations (algorithms) and decryption means
the techniques of getting the original information
by some operations (algorithms) from the
encrypted data. Traditional cryptography is
based on the sender and the receiver of message
knowing and using the same secret key: the
sender uses the secret key to encrypt the message
and the receiver uses the same secret key to
decrypt the message. This method is known as
secret key cryptography. The main problem is
getting the sender and receiver to agree on the
secret key without anyone else finding out. If
they are in separate physical locations, they must
trust a mailing system or a phone system, or
other transmission system not to disclose the
secret key being communicated. These problems
will be solved using public key cipher system. In
the public key cipher system each person gets
pare of keys, called a public key and the privet
key is kept secret. One of the secured public key
cipher systems is LCL [1], which is based on
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Diophantine equations. Here we have proposed a
new technique of cryptosystem, which is based
on LCL[1]. At first we treat the documents or
text as an image. The image takes a large amount
of memory, so we need to compress the image to
reduce the size. Here we use lossless JPEG[6] or
JPEG-LS[7] image compression algorithm to
compress the image as our image is like a
continuous tone image. Secondly we encrypt
every pixels of that compressed image using
LCL. At the time of decryption we again use the
decryption techniques of LCL. And then
decompress the cipher image to get original one.
Finally we convert the image to text document.
Our algorithm is more secured then existing
algorithm due to pixel encryption and image
compression.

2. Existing Algorithms

Here we describe the algorithm of LCL [1].

Key generation Process:

First, each user picks n pairs of parameters (q,
ky), (2, ko), ... , (q» ky) such the DK-conditions
are satisfied. Afterwards, we determined

Qi:qu

J#i
and N, = |—qi /(k,(q, modki_] are computed

and b;’s are integers chosen such that Q;b; mod g;
= q; mod k;, for i= 1, 2, ..., n. Let P;=Q;b; and
Si=P;N; mod Q for i=1, 2, ...., n, where,

QFHQ i
i#i
Therefore, a vector S=(s;, ss,....., S,) is obtained.
Then the n-tuple S of integers is published and
used as the public key of the cryptosystem for
enciphering the messages. The chosen
parameters (q;, ki), (42, ko), -...... , (O, ky) are kept
and used as the private key to decipher messages
received.



The key generating process for each user are
shown algorithmically in the below:
1. Pick n pair of positive integers (qi, k;),
(92, ko) wevee , and (qy, k,) such that DK
conditions are satisfied.
2. Compute, Ri=q; mod k; for

i=1,2,3,......n
Compute, Q;= H q;
j#i
and N, =[q,/(k,R)] for

i=1,2,3,....,n and compute,

QFH(L

i#0

3. Compute, b; s such that Q;b; mod q;=R;

for i=1, 2, 3, ...... , n. This can be done
by the extend version of Euclid’s
algorithm[5].

4. Compute, P=Q;b; and S;=P;N; mod Q
fori=1, 2,3, ...... , .

5. Publish the encryption key PKu =
(81,8,.....,8,) for user U.

6. Keep the private decryption key PRu=

((ql’ kl)’ (an kZ)a ---------- ’(qm kn)) in
secret.

7. Keep P, Q;, b;, N; and Q in secret or
erase them.

Encryption and decryption process:
Let the sending message represented by

Where my is a bits sub-message represented by a
decimal number in the range of [0, 2b-1]
Then (m;, m,......, m,) is enciphered by

n
C=E(SM)=S*M= Y m,s,
i=1
into an integer C. Afterward, the integer C is
send to receiver as the cipher-image of the
original message M. On receiving C, the

The encryption and decryption process are show
algorithmically in the bellow:
For Encryption,

1. Encryption M=(m,, m,......, m,) by

C=E(SM)=S*M= Y m,s,
i=1

2. Send out the integer C as the cipher
image of message M.

3. Exit.

For Decryption

1. Computer the i component m; of

message M by computing

m=D((q. k). O=|k.C/q, Jmodk,.

1<i<n.
2. Exit.

DK-Conditions:
For n pairs of integers (q;,k;), (42, ko), ... ... , (qns
k,) it follows that

1. q;’s are pairwise relative primes; i.e.
ged(q;, gj)=1 fori#j.

2. k>w for i=1,2,.....,n. where w=2°1
and b is the length of bits of each
sub-message.

3. g>kw(g; mod k;), and q; mod k; # 0
fori=1,2,...n.

The above three conditions are known as DK-
conditions as they are used to generate as
deciphering keys. This n integer pair (q; kj)’s
will kept secret and used as private key for user
U for decryption of the encrypted message.

3. Proposed Algorithm

Encryption Algorithm:

Step 1: Covert the text to an image.

Step 2: Covert the image to gray scale
image.

Step 3: Compress the image using
lossless JPEG compression algorithm.

Step 4: Apply encryption (LCL)
algorithm to each pixels of 4X4 matrix of the
image and calculate the cipher image.

Compressed | Encyption | per rmage

Image

receiver is able to convert C into (m;, m,......,m,)
by
m, =|k,C/q; Jmodk,,
1<i<n
Text Image Image Comoressmi]
Message > >
Converter Algorithm

Algorithm

Figure: Encryption Technique
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Decryption Algorithm:
Step 1: Apply the decryption (LCL)
algorithm to the compressed image.

Step 2: Decompress the image.
Step 3: Covert the image to text.

Image
Cipher Image | Decryption Compressed | Decompression) ya0e to Text | Text
» Image > » Message
Algorithm Algorithm Converter

Figure: Decryption Technique

After decompression the original image is found.

Then an image to text converter is used to recover the
4. Example plain text.

Suppose we encrypt “CSE”. At first we convert it
to a gray scale image. After compression we
consider each character of image as 12X12=144
pixels. So the total number of pixels are 144X3(for
3 characters)= 432. We encrypt each pixel. And
found cipher image.

As for example, we want to encrypt 15 of the 432
pixels.

The pixel values,
M=(67,83,69,32,68,105,115,99,105,112,108,105,1
10,101,46)

The generated private key corresponding 15 pixels
are.
(q1,k1)=(16711427,257),
(q3,k3)=(16711431,259),

(q2k2)=(16711429,258),
(94,kg)=(16711431,260),
(qs.ks)=(16711435.261), (qeke)=(16711439,262),
(q1.k:)=(16711441,263), (qs.ke)=(16711447,264),
(Qo-ko)=(16711451,265), (qi0.k10)=(16711459,266),
(q11,k11)=(16711463,267),
(qlz,k12)=(1671 1477,268),
(q13,k13)=(1671 1481,269),
(q14,k14)=(1671 1483,270),
(Qiski5)=(16711489,271).

By using these private keys we generate public
keys for encryption and calculate cipher image.

C=14693224793531893677986054851541313532
34285100842383093256736259914853354940531
43817307612457451121729011955250

The receiver has received the cipher image C and
decrypts each pixel and gets 15 integer values of
compressed image.

M=(67,83,69,32,68,105,115,99,105,112,108,105,1
10,101,46)
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5. Performance Analysis

The goal of computer security consists of maintaining
three characteristics: confidentiality, integrity and
availability.

Security Proposed | LCL[1] RSA[8]
Issue Algorithm

Confidentiality | Most More More
Integrity Most More More
Availability Available | Available | Available

Table 1: Performance comparisons table

Our proposed algorithm is most confidential because
LCL and RSA use character wise encryption unlike
we use (12x12) 144 pixels for encrypting a single
character. We like to say that our algorithm is also
most reliable then LCL & RSA because our
algorithm provides two level securities for
documents. At first level we convert the text as
image. And at the second stage we calculate the
private key for every pixels of the image rather than
every character. Again as our algorithm based on
public key cipher system it is also available like RSA
and LCL. Though our algorithm is complex then the
existing algorithms but it provides more security of
data than the existing.



6. Conclusion

The security of data is very much important for
both the sender and receiver. Encryption provides
security for data. The most important factor to
implement a cryptosystem is calculating public key
for the users of the system, which provide high
level of security but the calculating process should
be less complex. Our proposed public key cipher
systems based upon the Diophantine equations
provide high level of security but its
implementation procedure is more complex.
Decryption procedure of this public key system is
relatively easy. If our algorithm can be
implemented we believe that it can provide more
security than existing.
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